ts¥ Carers Need To Kitowabout

TikTokis a video-sharing social media app which lets people create, viewand download loopifgiS=sccondelips:
Typicadllythese are videos of users lip-syncing and dancing to popular songs orisoundbites (often for comiec purposes),
Bhhonced with filters, effeets and text. Designed with young people in mindjWikTok skyrocketed inipopUlarity 12019 and

/hasfeatured neéarthe ﬁw of download charts ever since. It now has@feund a billion usersWorldWwice:

AGE-INAPPROPRIATE CONTENT Y HAZARDOUS VISIBILITY

Most videos appearing on a child's _— ; Connecting with others Is simple on TikTok -
qonmnnwn.__nsn.mmun y . Q ] Includin %0333 uﬁhﬂﬂs% reacting to
However, some cll p users’ videos, followi: ﬁnﬂ__. wa___o and
re ‘nﬁwn.__alnn::_ . ‘ \ downloading thelr content. The majority of
abuse, themes of sulcide a these interactions are harmiess, but -
rm, or <o==a s acting in anmOxmo because of Its abundance of teen users -
__« n:ﬂn:— o W e sheer roblems with
of uploa le to ng people.

nd sl pwo TikTok Jump’s .
X ADDICTIVE NATURE

rs can view
Like ail soclal medla, TikTok Is designed to
be addictlve. it can be hugely entertaining -
TikTok prl iy 1 Ty dvid o ¢ c:—__nznn_m_mo En_maw “nu_..._.m._.ho.“ :»Modsm n-.
TikTok primar wvolves around videc well as the punchy nature @ short video
of _.-no—.w =v-»<=ﬁmm %n.n:nm:m to music. — ‘oqauﬂ»zoﬂvti «mu:_f to keep users
Inevitably, some fe d songs wlill centain intrigued about what's coming next mean
onn cit or suggesti 'S it's easy for a 5-minute visit to turnInto a
N.. &Eo?cnn the , 45-minute stay.
Incl ,

TikTok has experienced
predators contacting
N

n
a&. lew older users’ videos and then be
ned to Imltate any explicit lanyuage or

suggestive actlors. IN-APP SPENDING *+ & [

There's an In-app option to purchase
‘TikTok colns’, which are then converted
| into digital rewards for sending to content
ﬂ..o.awm has created its own creators that a user likes, Prices range from
celebritles: charll D’Amelio and LI : ww.u to an eye-watering £99 bundle. TikTok
Nas X, for example, were catapulted s also connected with :oﬁ.ﬂ. which allows

o fame by exposure on TikTok — users to buy products through the app.
eading to many more teens attempting
MJQ;_ o viral and become “TikTok famous™.
hile most asp ring stars ﬂa_v_: to be ‘the
next Em thing® vill find it difticult, setbacks
‘may Inturn proinpt them tc ma to even more
drastic lengths to get noticed.
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\ Advice for Parents &
il X ~ = : AR = ST LT S \ j
TALK ABOUT ONLINE CONTENT & LEARN ABOUT REPORTING

>3:_ﬂ:ﬁm»<wr:" o_,a_.,._n Is a%c,‘"a .ﬂx._ord 5 ::.« amqnc_nn wa“..:m qm“ J.__ _._:Q_En__._mm. owne.:_.;_. .% ; DZO WhOﬁF—Z@
age limit, talk to them about what ‘private’. ileeping It that woy is the safest solution: ?

they've viewed on the app. Ask thelr opinion iFmeans o::.t usars who Jour n.~=a approves can i «,“__Aﬁuws_o« Mo_.ﬂ_wm._"%oq._«mw ouw»ﬂwm.u%%%ummm in
on what's appropriate and what isn't. Explain watch thelr videos. The ‘stitch’ (which lets users =~ case something does slip through, make sure
why they shouldn’t give out personal details splice nzmm from other people's videos into thelr own) your child knows how to recognlse and report
or upload videos which reveal information and ‘Duet’ (where you build on another user's oo:SMM {nappropriate content and get them to come

like their school or home address. In the lang by recording your own video alongside their original t '
run, teaching them to think ozn_na:N about *Mo»:qom n_‘om:<c<< only ava lable 3mo<2 16s. .;_mm-s,m 1 Mww,.muhqwﬁﬂﬂnhw%&ﬂ_ﬂmhwﬂw nwﬁwmwmwmwﬂw 34
what they see on TikTok could help them to clash with your child's ambitions of soclal medla stardom, [l pbreaching its guidelines, while you can also
become social-media savvy. but it will fortify their account against predators. block indlvidual users through N:m__‘ orofile.

ENABLE FAMILY PAIRING P\/IN (USERESTRICTED MODE MODERATE SCREENTIME

.ma:..:«q Pairing’ lets parents and carers link their In the app’s ‘Digital Wellbeing’ ol # As entertaining as TikTok is, you can

own TikTok account to their child’s. Through your . section, you can fliter out help your child to manage their time on it in
mobile, you can control your child’s safety settings S inappropriate content ﬁﬂmo_:o the ‘Digital Wellbeing’ section. Under ‘Screen
remotely - including limiting screen time, managin content creators or has: na,m_ for - Time Management', you can limit the daily
their ability to exchange messages Mnsn with whom instance) using ‘Restricted Mode'. This permitted time on the app (in increments
and blocking a lot of age-inappropriate content. TlkTok's can then be locked with a PIN. You should ranging from 40 minutes to two hours). This
Safety Centre also provides resources for parents and note, though, that the aigorithm moderating reference can also be locked behind a PIN.
carers to support online safety among families. These content Isn't totally dependable - so it's wise hat ia« your child can get their regular
resources can be found on their website. to stay aware of what your child is watching. dose of TikTok without wasting the whole day.

] = 3
Meet Qur Expert ) | National
Parvenkalris o socialmedaexpettand digrtalmedi =) | , O —.
nozmﬂ_»a::.._:c Q.,m *unmm_a:aﬁmwn_cn_.:J?os:m Q__M__m.n_o eracyfor i 3 _—J m
porepisand ehildreniShERasextensive e neeinthesocial 3, mQ*m.ﬂ<
thathelps parepts n:nn_..m_n:ms:,.:.wm..ﬁm..nlw“?ﬁzmr = 1\\\\ \ 4 tim—nmcvimasmmﬁmm

miedigarena dndisthefounderolRiIdSIN Gl awepresource
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At National Online Safety we believe in empowering parents, carers and trusted adults with the i formation they need to hold an informed conversation about online safety w h
children, should they feel it is needed. This guide focuses on ane platform of many which we jeve trusted adults should be aware of. Please visit
www.nationalonlinesafety.com for further guides, hints and tips for adults.
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‘Call of Duty: Black Ops 4’ (COD) is an online first-person shooter &7
game. It’s available on PC, Playstation 4 and Xbox One. COD .
allows players to choose different game modes, including a
multiplayer mode, ‘Zombies’ mode and a ‘Blackout’ maode. In the
game, players can customise their character and weapons.

o TR . oy A8 L G
QihNciaciey ;. WRRBERERRE 3 (QSIRANGERS

Inspired by war and undercover agents, | | %%h_m_”.m.ﬁo_“wﬂ mww w.ﬁwm_rmn_vm_w_u_ﬂ_wmw:mwmu , er game, if thereis a

COD has extremely violent themes. Players For this reason, much of the game requires phone & to the PC or console
must harm and kill in violent and graphic | an internet connection in order to battle your child is :m_sm itis possible for them to

ways. There’s also a horror element in . against others online. Normal multiplayer talk to any other player of the game
'Zombies'mode, where players mustkill  © games can last up to fifteen minutes, or around the world. As it’s an adult game, the
monsters. The language used is not '3 twenty-five in‘Blackout’mode. Due to the language used may often be inapprop
suitable for anyone under eighteen. , qm%_m:n?m nature of the game, it can be for <c.._:m a:__a_nm:. pucto Mrﬁm:no..a_ﬂm: Wz
: . ; nature of gaming and the fac
dificult *o_._Mzoﬂ.‘nm_"dmﬁw_mﬁw%_mf:m and conversations are not moderated, your
2 child could be at risk of cyberbullying.

IN-GAME PAYMENTS USER GENERATED
CONTENT

ers can personalise certain elements of

eir character and profile in the game,

creating emblems or decorating weapons.

Some players use this as an ovuo.a:::w_no ;
e

Eammon Jacobs has been a 3l Players can gain an advantage over |

p culture and entertainment “ other players by spending money on v_mm
ocam__mﬁowm.“s_&mmia ’ new characters and attributes. The t
m.un nh..m: vﬁ_zﬂ__ﬁ om_m“_mﬁm. : & ! currency s;m_:: the game is known as
like Macworld and Tech Advisor ! COD points; which can't be earned by how | iate it :
offering other how-to guides ] playing the game, only purchased in show inappropriate imagery. it s possi
on apps and technology as well | the online store. COD point packs range to report users for this, but it will not
as writing for Wikia previewing from £1.79 to £84.99, prevent your child being exposed to
new games. | | inappropriate content.

zoﬂo:Q_ .
Online Hﬂ—um

Safety’ for Parents

(@ DIscUSSTIMELIMITS | () DIS _
It's not possible to pause a match of COD, no__(——scz_ .—._OZQ | | mw_mﬁN@n—A thmoman_umm__.‘—.mg._-mu

soit’s a good idea to suggest to your child = @& U
a limit of matchesthey can playin one _um>-ﬂcwmm ild f T bt
session. In 2018the World Health e i : | Youcan prevent your child from viewing
Organisation made ‘gaming disorder’a It's important to talk to your child reqularly | {  any user-generated content by changing
wmno nised health &mc_‘Mm_. coit’s , about who they're interacting with online. If | the settings in the content filter tab. Choose
- o_.mm:n toimenitorhow oftantvour you have serious concerns, you can disable i 'hide from the menu’ so any offensive
P child spends'on the game Y the voice chat function in the Audio tab of content won't show up on screen ®
; P 9 " | the game or disable the text chat function in /= when your child is playing a match.
the content filters section too. - @

. REMOVE GRAPHIC | |
& ENCOURAGE ALTERNATE
| VIOLENCE & LANGUAGE | MONITOR & LIMIT M ACTIVITIES

At the very beginning of the game an mvmz U—Zm

o%mon_w_w Mm_...wmm—«m:m _omwv.m”..dzrm n_:m._..nm ¥ game the more time they spend playing it
isa ic content. You also have | itd i i :
the option nom&mw!m graphic content in the Elo. preventyorly n_..__.n incurring unwanted This presents the potential risk that your
s satti Y h h COD point costs, it's recommended you d could become addicted to the game
mNBmm settings. ﬂ: can ¢ m-w e the b remove your bank account details. Wi VoL shauld Make sure you talk fo.
u..o:w:; mﬂ:_:_m ___.: 5 no_ﬁm:n .33 2 JAlternatively, you can set up parental our n_..<=m regularly about the m«.: ortance
mo_n e, a_%.:.m:mmm 7.0»2_. LIS controls on your child’s console to limit Y of m_nm..:m%<m mnmizmm awa :.m:. the
inthe game. Ina _._o_”. to this, players also access. To keep a limit on spending, it's a e such acola o ozw e s
B O et good idea to use a gift voucher, or a Paysafe QE:m,wm_ m:w::ﬂ:mv‘:n w_. W:_.m:‘._mm w::m..

mode to a cartoon setting, making the ; P p : |
overall theme less :.6._:@_._ card (if you're using an Xbox or PlayStation). creative interests such as arts and crafts.

Players are given incentives during the

duty black opy 4 pegi IR

www.nationalonlinesafety.com Facebook -/NationalOnlineSafety
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What Parents & Carers Need to Know about

7,

Withimoreithan150 million users worldwide, Robloxiis one of the most popularvideo'games of recentitimes. Roblox allows Users to create

Roblox s rated 7+ by PEGI, but the
platformitself doesn't have a
minimum age requirement. It
does ask for a date of birth when
registering, but this can be easily
fabricated. The sheer quantity of
games avallable on Roblox means
that some will fall Into teen/adult
categories. Users can also interact
with each other freely — and the
game has, historically, attracted
scammers, griefers and online
predators.

ey
2

Robux s the In-game cumrency
used to buy things like special
outfits or emotes, and to play
certain sectlons of the game. A
subscription service (costing
£4.99 per month) called Roblox
Premium offers more privileges
and more in-game currency.
Robux can also be purchased in
batches, for up to £4.99. Children
can easily pay for these, or
purchase a membership, -
without realising it. ¥

JJI. - ™ P
Online Predators

[

i S

Chat Functionality

Users can joln group chats with
almost anyone through the Chat

| & Party function. While the chat
has some filters, predators still
try to find ways around these to
prey on young chlildren. There
have been recent reports of
adults pretending to be children,
attempting to groom younger
players and encouraging them
to chat privately Inan
unmoderated environment
away from the game.

ODers

An ‘ODer’ (online dater) joins Roblox
to find someonae to ‘date’ online.
While there’s nothing inherently
wrong with finding love on the
intemet, it becomes anissueina
space that’s populated by children
and young teens, like Roblox. Online
dating is against Roblox’s
community guidelines, but certain
player-built games on the platform
are specifically tor ‘ODers’ and
should be avolded by children.

Roblox’s developers aim to maintain a safe place for chiidren; they empioy human moderators for their players’ protection. But there will, sadly, always be individuals who try to bypass these

safeguards so they can chat to children and attempt to commun|

A

e outside the gome. Anyone asking for your chiki's personalinformation or to talk privately should be blocked and reported.

Advice for Parents & Garers

Take Note of Ratings

Recent press réports drew attention to Roblox's issues with potentially offensive
content. Some players were using Roblox Studio to create games featuting nudity,
sexual activity and extreme political views, In response, Roblox is introducing a
ratings system which willrank content byage appropriateness, with clear
warnings if a game is notsuitable foryounger players.

Disable Messages

It's advisable to block all messaging if you have concerns over your child's safety.If they're
playing with friends they knowin real life, encourage them to chatin anotherway (like on
the phone), so you know exactly who they're talking to and how. Accounts can be tweaked
to allow messages from specific groups of people, such as friends orusers thatyour child
follows.

Encourage Creativity

y Set Parental Controls :

Roblox has controls that allow parents to moderate who their children can

talk to and which games they can play. To enable these, add your email address
to your child's account through the Security menu, and create a secure PIN to stop
settings being tampered with. Then head into the Privacy menu where you can
apply moderation to in-game chat, personal messages, invites and more.

Block and Report :

Toreport players inagamnie, find the Roblox symbol on screen (orthie ‘Settings’ button
on some devices) [dentify the ofiending playerand click the flagicon. Clarily why the
playeris being reported by choosingiareason from the list. (f you think @ particular
geme isinappropriate, youcan alsoflag itforamodaratorto eheck by following the
same steps but selecting{Game’ instead of !Player”.

‘ " It could prove a little too complex for younger children, but Roblox Studio is a great place to start learning the fundamentals of game design. Many budding developers have

created Roblox games which have become popular among the commu
creation might be the next big thing!

m safe and f

@EEE.:Q:O:G_Q nesafety.com

Users of this guide do so at their own discretion. No lial

y. There are plenty of tutorials on making games on sites like YouTube. You never know, your child's
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with t

feel it is needed. This guide focuses on one platform of many which

heir children, should they

we believa trusted adults should be aware of, Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Online Grooming is when someone befriends and builds an emotional relationship with a child and
communicates with them through the internet with the intent to commit a sexual offence. This type
of victimisation can take place across any platform; from social media and messaging apps to online
gaming and live streaming. Often itinvolves young people being tricked, forced or pressured into
doing something they wouldn't normally do (coercion) and often the groomer’s goal is to meet the
victim in a controlled setting to sexually or physically abuse them. In some cases children may be
abducted or have long-lasting psychological damage.

What parents need to know about

Unsurprisingly children are often most at risk as
they are easy to target and unfikely to que
the person who is engaging in conversation with “
them. Groomers will use psychological tricks and
methods to try and isolate them from their
families and friends and will often choose to target
more vulnerable children who may be easier to
manipulate. Predators will stalk apps and websites
that are popular with young people and will use a
‘scattergun’ approach to find victims, contacting
hundreds online to increase their chances of
success,

Unfortunately, most children find the
‘grooming’ process {before any
meeting) an enjoyable one as the
predator will compliment, encourage,
and flatter them to galn their trust,
friendship and curiosity ~'a wolf in
sheep's clothing’ scenario. This often
means children fail to disclose or report
whatis happening. If the groomer is
also previously known to the child,
their family and their friends, then this
can make detection even harder.

National

Online

Safety
pWakeUpWednesday

IT’S GOOD TOTALK

It's unlikely that you can stop your child using the
internet, nor can you constantly monitor theironline
activities, but you can talk to your child on a regular
basis about what they do online. By talking openty with
them about online refationships, they can quickly
ascertain the kind of behaviour which is appropriate or
inappropriate, Ask them whether they have any online
friends or if they play online games with people they
haven't met. This could then open up conversations
about the subject of groomini

STICKTO'TRUE FRIENDS'

Make it clear ta your child that they should not accept friend
requests from people they don't know and to verify friend requests
with people who they do know. Encourage them to only interact
and engage with ‘true friends'i.¢, those friends who don't ask
persanal questions suchas close family and friends. Remind them
to never agree to chat privately with a stranger or someone they
don'treally know and ta never divulde personal information, such
as mobile phone numbers, addresses, passwords or the name of
theirschool.

Meet our expert

Jongthan Taylor is an online safety expert and former
Covert Internet investigator for the Metropolitan
Police. He is a special online grooming and
exploitation and has worked extensively with both
UK and internationat schools in delivering training
and guidance around the latest online dangers, social
media apps and platforms.

S— - e —— = e

Predators may use live video to target children in real-time
using tricks, dares orb gifts to manipulate them.
Grooming often takes the form of a game where
children receive 'likes' or even money for
performing sexual acts. Social media
channels, such as YouTube, Facebook,
Instagram and Snapchat, all have live
streaming capabilities, but there are
many apps which children can use to
live stream, including Omegle,

Live.me, BIGO Live, YouNow and

many more

Online predators may contact their victims using any number
of ways including social media, forums, chat rooms, gaming
communities or live streaming apps. Sometimes there s little
need to develop a‘friendship /rapport stage; as the victim has
already shared personalinformation online and is
communicating openly with others. Children may also be
prepared to add other online users they don‘t know so wellto
gain ‘online credibility’ through increasing their friends list.
Predators will often seize this opportunity to slowly build a
relationship and then move their conversation i:m:ﬁ child
to a more secure and private area, such as through direct
messaging.

Safety Tips for Parents & C

CHECK PRIVACY SETTINGS

n order to give your child a safer online experience, it s

mpartant to check privacy settings or parental controls
on the netwarks, devices, apps, and websites they use.
Disable location sharing if you can. If you use
Jacation-sharing apps to checkwhere your child is,
remember that these could always be used by strangers
to follow your child without thelr knowledge. Ensure
that you eheck options so that [ocation Information is
never shared with anyone except those they have
permissién to share with.

Talk ta your child about whata healthy refatianship looks like
and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child
compliments and engage in conversations about personal
information, such as hobbies and relationships. They may
admire how well they play an onliné game or how they look
in a photo, Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order to
make their relationship feel special and unique.

O

i « Secretive online behaviour.

» Late nightinternet or smartphone usage.
« Meeting new friends in unusual places.
Becoming clingy, develop sleeping or eating

problems or even bedwetting.

ONLINE

FROM OPENTO CLOSED MESSAGING

LOOK OUT FORWARNING SIGNS

Child safety experts have identified key grooming patterns and advise parents to lookout fon:

The internet has made the ability to interact
with strangers online easy. Many sites and
apps are reliant on individual users entering
their awn information when signing up.
However individuals can remain anonymous if
they choose to enter Inaccurate information
and many online predator cases are due to
groomers using impersonation techniques.
However, often the greater threat comes from
adults who ‘hide in plain sight; choosing to
befriend young children without hiding their
real identity.

EMOTIONAL ATTACHMENTS

Online predators will use emotive
language and aim to form close,
trusted bonds with their victims
through showering them with
compliments and making them feel
good about themselves. Often victims
will refer to them as their ‘boyfriends’
or'girliriends’ and it can be difficult to
convince some young people that
they have been groomed, often
leading to lasting psychological
effects.

—

arers

MONITOR SOCIAL MEDIA &
LIVE-STREAMING USE

It's important to be aware of what your child is sha
soclal media and with whom, Create your own profile
and become “friends*with them or follow them so that
you can monitor their activity. Similarly, always check on
themif they are live streaming and implement privacy
controls. Choose a generic screen name and profile
plcture that hides theiridentity. You may also feel more
comfortable being present each time they live stream.

BE SUPPORTIVE

Show youir child thatyou will support
them and make sure they understand
they can come to you with any
concerns they may have, They needto
know they can talk to you if someone
does something they are
uncomfortable with, whether that is
inappropriate comments, images,
requests or sexual comments.

Lack of interestin extra-curricular activ
Having new items, such as clothes or
phaones, unexplainably,
+ Seem withdrawn, anxious, depressed oraggressive.
Having older boyfriends or girlfriends.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 06.05.2020
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There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so poputar

amongst young peo
and is playable on P

le? Fortnite is an online multiplayer "battle royale" game developed by Epic Games,
aystation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained poputarity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.

As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

as the safety is not water tight.

& What parents need fo know abouf

FORTNITE

BATTLE ROYALE

BATTLE ROYALE

Battle Royale games have become very ﬂoec_.fm

over the last couple of years, and most tend to
follow & very similar setup. Taking Fortnite as an
example, 100 players drop into a map, loot
buildings for weapons and armour and attempt to
beat all the other players to be crowned victor at
the end. If you've ever seen the Hunger Games
movies, you'll have an idea of what this entails.
Each game can take up to 20 minutes (assuming
you last o the end) and can be restarted relatively
quickly once 100 free players have been found.

SEASONAL UPDATES

Every 10 weeks or so Fortnite is updated
new season, This essentially adds new things
like skins and emotes to the game, while also
sometimes changing up the game map in
interesting ways, These seasons are free to
everybody and don't require additional mo
to play, though battle passes for each season
tan be bought with V-Bucks, A battle pass will
typically allow a player to earn experience
faster and gain fun in-game items by
completing a host of daily challenges

National
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
“:un:mumm and microtransactions in the form of

Bucks which can be bought with real money. If
you do decide to let your young one spend
money in the game, be sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few
buttons. It's important to set a limit on any
purchases (as mentioned they are absolutely not
necessary to play the game) and a suggestion
would be S—u_u,_._m the spending at around £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and carers of your child's
friends. If you approach as a collective, it
will be easier to know when their friends
are online and you don't have to worry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo)
stick together.

Mee our expery

Mark Foster has worked in the gaming industry for 5 yearsas a writer. #ditor

and presenter, He is the current gaming editor of two af the biggest gaming

news sites in the world, UNILAD Gaming and GAMINGbijbie Starting gaming

from a young age with his siblings, he has a passion for understanding how

games and tech work, but more impartantly, how ta makethém safeant fur
’

royale-parents-gulde-video-gama.m

www.nationalonlinesafety.com
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IS FORTNITE ADDICTIVE?

Fortnite is at the forefront of gaming addiction
discussions because it is so popular with young people.
But whether it actually contributes to usagm addiction is
u_ﬁ?_. debate. WHO (World Health Organisation) have
assified gaming as a legitimate addiction, but this is not
solaly a concern with Fortnite. Signs of addiction can
includeirritability when not playing, lying about the
amourit of time played and a preoccupation with thoughts
of the next gaming session. Realistically, it must be down
_oLuu_.ma: and carers to recognise these symptoms and
act accordingly if they think they are developing.

CROSSPLAY IS AVAILABLE

Onie of the wonderful things about Fortnite s that it
can be played cross-platform. This means that no
matter what platform a person playson (PC,
PlayStation 4, Xbox One etc) they can play with
friends who own the game on a different platform.
Todo th n Epic Games account must first be
created online (which is free) and then linked with
your platform account. Doing this removes the
age-old boundary of not being able to play together
because you don't have the same console and opens
up a whole new warld of playing online with friends.

GAMING WITH STRANGERS {

Fortnite Battle Royale is an online game, and as such,
there is a chance that young children could come into
contact with strangers who are randomly placed into
their groups in a game. It's difficult to predict what
another person might say or do in a game, so it's a good
idea for friends playing together, to be grouped together,
The only real countermeasure to interactini

strangers offered by Fortnite is to turn off all m
communications, which can be done in the game's
settings. Using outside chat apps, like Skype or Discord
while playing, is a great way to make sure you know who
you're talking to and that nobody else is listening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It's often overlooked just how good
gaming can be for young people
Fortnite encourages team play, quick
and complex problem solving and
communication; that’s not to mention
htning fast reflexes gamers can
develop. While taking breaks to do
other activities is of course important,
there are benefits to screen time which
might not be immediately obvious,

los-mob

Twitter - @natonlinesafety

uides.com/behavioral-di
nable:friends-compatible -matchmaking #701E7d, hitps:/www.esrb.org/ratings/34948/Fortnite/

FREE TO PLAY... ORISIT?

Whila Fortnite is technically free to play (in that

u can download and play it without paying)

does come with the caveat that spending
maney on things like skins and emotes
in-game is heavily pushed to players. The
currency used in-game is called 'V-Bucks’and
can be bought with real money z,.acw_., the
uq.___a.- online store. It's worth remembering

at these purchases are absolutely not
necessary, are cosmetic only and that V-Bucks
can be earned in-game with enough play time,

IS FORTNITE VIOLENT?

Fortnite has been rated by the ESRB

Entertainment Software Ratings Board) as
teen, as it contains cartoony violence and the
weapons and acts depicted inthe game are
some way removed from their real life
inspirations. Characters don't draw blood when
shot and instead of dying, they are simply
beamed up off the map, Naturally, playérs
younger than the recommended age limit will
want 1o play the game and that should be at
the discretion of parents and carers

ﬁow ﬂwm [or ﬁum_)m:ﬁm &0

LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to put it away.The
approach of ‘'one more game'as

osed to’10 more minutes’

stop any complaints that a
match is still ongoing. Better
still, play with your child and

n turns; that way you're

helping control the time played
and can keep an eye on what
they're experiencing.

LAY THE GAME
YOURSELF

There's no substitute for sitting down
and playing the game yourself to learn
all about it. Fortnite is available for free
on almost anything you can imagine,
even your smartphone, so there's never
been a better time to get involved and
see what all the fuss is about. You never
know, you might even be able to impress

our children when you show them your
mpressive Victory Royale tall

Ivideo-game -addiction/,

Facebook - /NationalOnlineSafety
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Irst releas 17, Fortnite has become one of the most popular games In the world. it currently [/
‘ as around 350 million registered players. Developed by Epic Games, it began life exclusively as a
‘battle royale’ contest, where up to 100 online player characters would flght - with weaponry
ncluding rifles, handguns and rocket launchers — to be the last one standing. Today, it features _.w~
multiple modes which each offer something different (although some modes, such as ‘Save

the World’, are only availabte on certain En:o_._.:mv.

. -
1 fad®
o ..;. kw-
ALD D » i
ot all of Fo ¢ ave
orld mode, fo ample, ca
hecome g 0 A game i i
> as cosme are no e ° e o B
a neces o pla e ga = a ce p |
even for ad pla aking e no g 1
pa ods are d to -~ F J
0aQ g's store O good gaea B \.
O a DIO . 0 _—
.
Dk [ = Bliv .
\
ow offers a mo x,
0 b ptio %
0 99 or eq O | 4 .
package offers d 8
0 al b
0 ding fa 0
. apo B . . D 0 D 00 e a = B S 0
ho q g up 0 e ast amo 0 ang .
b pting for dedicated pla 3 or ra 0 a g
0 b ntio annot be paid | P pla 0 a pa a
0 ea d | e ammers a 0
0 a orld mo I 0 you d's acco D a

u-1..- - O . \‘v\ O e Do O -
& ...//.
s. - " '! - .r - - ;

be big a aldra O e, for examp e Ba Pa a cl q ea at ta g Q a o e
adad ona O aite ol O oweve 2 o, Q ana o poie a R d 2, a o Q
anoeaaq Q O one anaaq e O O Q peop a C O e (O VYO O eip e O prooie O e
D 2D U R
U i » i 1) ADD
a q 0 a eq arathon leng especia e 4 a 0 a ad o 0 d-pa app D ord, fo
0 d on a . eagk ana ao Q O op q \ exa ple s pla a 0 avo e » 0 a
;
eel 0 He L ¥ olale
0 O O
-
a
O O a O a qa i
o -
= 3 [J =0 = ors
o » o ol 1




!z.:go.o::a.wos(ovo:o«._:.a.vot!.:nv.-wo.:-.333!&..E:a.cc.:t::z‘.ggizisggggg‘g%gg_ggg
foel it is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of, Please visit www.nationatonls fety.com for further guides, hints and tips for adults,
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At Nationat online Safety,we believeinempowering parents; Carers and trusted odults with the infarmation taheld an {nformed eonvarsdtion aoout esafetywiththeirchildrensshouldihey

feelitis needed.Thisguidefoclsdso u:own..:mo:.:n:w.s__mn__surozqca..:m_nnnn:_—nm._._n_.__n_uon—_‘aae..En..._ua<_n._.:.:.c?:u_._u:u_o:::mmnqw:..na jerguides Hintsand tipsforaduls:

GLO)

BAIGEEENSIVE ..

Counter-Strike: Global Offensive (C5:60) is a free-to-play multiplayer first-person shooter game developed b
Valve and Hidden Path Entertainment. It’s the fourth game in the popular Counter-Strike series and was first
released for Windows, macOS, Xbox 360 and PlayStation 3 in 2012. It has enjoyed consistent popularity with online
gamers since then and is now also available as a mobile game on Android and iOS devices.

Violent Content

¢s:60 has an active community of players
that has garnered a reputation as one of
the most antagonistic and unsympathetic
in the online gaming world. As the game is
built on muttiplayer collaboration, there's a
heavy refiance on online communication -
which can expose children to offensive
behaviour, hurtful comments and profanity

eliminate opposing teams. from other (usually oider) players. - o
g Lo . : . o T &m
B Pornographic Images  § o ‘ | _ Addictive Nature

C5:GO requires substantial dedication
to progress n the game and get the
most out of the experience. if a player
fully commits to improving thelr
standing in the game, that would add
up to a significant amount of time spent
playing it = which could come at the
expense of other activities such as
homework, sleeping and face-to-face

social contact.
f@
Loot Boxes o Skin Betting o

€§:GO has a significant issue with skin betting:
this Is where players gambie using 'skins’
(downloads that customige the appearance
of characters orweapons). These
sought-after files are bought and sold for real
money among the gaming community -and
as well as betting on the outcome of C8:60
matches, players can use them as a stake on
some third-party casino-style sites in games
of chance, like routette,

CS:GO s a violent warfare game that
features firearms, bombs and blood as part
of Its core appeal. While most consider it to
be less gory and lifelike than many other
first-person shooter games on the market,
extreme violence Is still a staple of CS:60
matches. Players use a variety of realistic
/| weapons, suchas guns and knives, to
F i "

While there's no pornography in the origina
game, a function called ‘spray stickers’ has
created a problem. Users can choose from
several stock logos which their character
can spray paint on walls - but players have
learned to hack this feature, enabling them
to insert custom plctures Instead. Some
players have chosen to spray paint
pormographic images onto backgrounds
throughout the game.

€5:60 includes loot boxes to help players
Improve their character. These loot boxes
require payment (with real money) to be
opened; they cannot be eamed simply
through Taﬁsm. Many experts have wamned
that paying for the chance of big rewards
from a loot box could encourage
gambling-style behaviour among children,
potentially leading them into addiction in
lateriife.

' Filter out Profanity

One of the biggest potential harms in CS:GO is fts extremely combative community. Due to
the multipiayer nature of the game, there s cao:::n»m_m no way to disable Its chat
functionality completely. Last year, however, a profanity filter was added (it can be turned
on in the settings) which should help to preventyour child from exposure to bad language
and bullying behaviour.

Encourage Time Limits

Given the addictive nature of C5:GO, along with the fact that it can require
gamers to dedicate alot of time to it in order to progress, it'simportant to keep
track of how long your child is 23;:& the game for. Each match kasts between
30 and 60 minutes; many psychologists recommend that young peopte should
spend an average of no more than two to three hours gaming per day.

Highlight the Risks

Another possible source of harm associated with CS:GO is its very violent nature.
1t'simportant that, if your child is determined to play the game, you make them
aware of the content and imagery they will be exposed to. f you don't feel that your
child is old enough to be viewing such content yet, talk to them about your reasons
and try suggesting a different, more age-appropriate game.

Stay Aware of Spending

As CS:GO lets players spend real money to purchase add-on items and power
up their characters, it's prudent tokeep a watchful eye on your child's
In-game spending. if you're uneasy about this, the best course of actionis to
remove any links to possible payment methods on whatever device they are
using to play the game.

st, editor and consultantwithmore
ytheeditoroftech
ire | rshopper,sheisn
freelance news editoratiT Pro and writés regdlarly for publications
including Forbes, TechRadar, Tes, Metro, uSwitchand Wired.
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At National Online Safety we helieve in empowering parents, car
foel it is needed. This guide focuses on one platform of many wi

It's not always easy to tell if you've been spending too much time onyour

and trusted adults wi
1 we believe trusted a

ware of. Please visit www.nationa

they need to hold an inform@ti conversation about online safety with their children; sho
lonlinesafety.com for further guides, hints and tips for adults,

device. Mobiles phones, tablets,

games consoles, TVs; thelist of devices you might have access to seems never-ending and switching between

them can be seantless. However,
indicator of an addictive habit. It's

Spending too muchtime on sodal media,
watching YouTube or playing games

online can resultin you becoming a

screen zombie, This can affect your mood,
how much sleep you get, how you perform
at school and how you behave around /
others. Limiting your screen time will

keep you alert, keep your mind focused
and help tolook after your ow™

mental health and wellbeing.

Screen zombies usually find that thay spend a ot
of timeinside as they lose interestin other things
thatdon'tindude thelr device.

It might seem obvious, but

meeting your friends outside or

doing outdoor activities like

playing sports, trampolining, )

camping or justgoing fora walk

are all healthy replacements for

screen time and can help keep

your mind fresh and active.

SEWARE 0F SKEAKY TRICKS

Alotof apps and games use certain ways of
keeping you online and using their platform for
long periods of time, This can indude simple
thingslike unlimited scrolling ona newsfeed,
sstreaks’ or uncovering hidden levels, Be mindful
of how much time you're online and try to
remember you're In control. Youdedde when
you've had enough, not your device.

too much time on your device

ing a‘screen Zzombie:

- < ez L

Screen zombles often find that they spend alot

of time alone In front of their tabletor

their mobile phone and reduce the

time they spend with their friends or

talk with their family, Zombles often o |
lack communication skills. Always try i i

to limit your screen time as much as
possible -there’s somuch fun
you can have with others!

Mealtimes can be seen asa good time tosit
down, relax and switch on your tabletor phone
asyou eat your food. But it can alsomean that
you're notinteracting with others, sharing jokes
atthe dinner table or just talking about your day.
Keep mealtimes for family time.

Eating your food and

staring at a screen means

you'retumingintoa

Zm.mﬁ our expert |

Pete Badh is content specialist with over 10+ years in
vesearch and analysis. He has written various expert
pieces around online safety f dren and parents
iously worked in a speci ole for the police,
successfully
winning high profile court cases an
subject matter expert for industry handbooks.

www.nationalonlinesafety.com  Twitter- @natonlinesafety Facebook - /NationalOnlineSafety

-SAVE YOUR PARENTS

Even though your parents will often baethe ones
tefling you to limit your screen time, tum off your
tablet or switch off your phone,

sometimes they will forget to take

thelr own advice. So [t's up to you

to make sure you remind them of

the dangers of becominga

screen zomblel

couldleadtocerta

in problems and could he an
important therefore thatyoutry and manage your screen time as much as
possibleand avoid becom

Keeping your phonein your bedroom means that

it can be tempting to check every notification you

get. Your phone could be thelast thing youseeat

night and the first thing you see in the moming.

This can contributetowardspoor _—————— <
sleep and alack of focus the next
day. Try to keep your phone out of 9
your bedroom or turn offall

notifications before bedtime. This

willmean you'll get a good night's

restand be ready for the next day.

SEWARE 07 OTHER DAKGERS

Spending too much time on your device and
online can increase your chances of potentially
encountering other online dangers. This could
ranga from viewing inappropriate or harmful
contant to online bullying, grooming or fake
news. Controlling how much time you spend
online will reduce your risk of exposure.

:E%S&n:ﬁ!:nn_-»:&rbn%:

upset or if you're concerned about

contact with others, always

reportitto a trusted aduit. ,
& T

T

\ (" un-20MBIEY YOURSELE

if you think that you've already become a screen
zombie, then don’t worry, it's never too lateto
gethelp and support from your friends and
family.Talk to your parents if you feel you've
become addicted to your device,

try to understand why and

work with them to help

you limit your screen time so

that you can leave your

zombie character behind.

National

Online

Safety’
HWakeUpWednesday |

Instagram - @nationalonlinesafety



